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Executive SummaryExecutive Summary
The Central Bank of Nigeria’s (CBN) directive requiring the localisation of payment
transaction data generated within Nigeria constitutes a significant regulatory development at
the intersection of financial regulation, data protection, digital sovereignty, and national
economic policy. With implementation scheduled for 1 January 2027, the directive reflects an
emerging regulatory approach to treating critical financial data as a strategic national
resource requiring enhanced domestic oversight and protection. 

The article examines data localisation beyond its technical dimension, situating the CBN
directive within the broader discourse on data sovereignty and the governance of digital
economies. Payment transaction data contain valuable information concerning economic
activity, consumer behaviour, and financial flows. Their localisation may therefore enhance
regulatory access, support financial crime investigations, strengthen cybersecurity and
resilience, as well as reduce Nigeria’s dependence on foreign digital infrastructure. From the
perspective of data protection law, the article emphasises that localisation does not
constitute a substitute for compliance with the Nigerian Data Protection Act (NDPA) 2023.
Domestic storage must operate alongside requirements concerning lawful processing, data
minimisation, purpose limitation, data-subject rights, security, accountability, and applicable
safeguards for cross-border transfers. The CBN framework consequently represents a
sector-specific regulatory intervention that complements, rather than displaces, Nigeria’s
general data protection regime. 

The directive also advances the concept of digital sovereignty, understood as the capacity of
a State to exercise meaningful authority over the data, infrastructure, and technologies
underpinning its economy. By requiring critical payment data to remain within Nigeria, the
policy may strengthen jurisdictional control, stimulate domestic data-centre capacity, and
contribute to the development of a more resilient national digital infrastructure. The article
further situates Nigeria within a wider international movement towards sectoral and strategic
data localisation, referencing approaches adopted by jurisdictions including India, China,
Russia, Vietnam, Indonesia, and Türkiye. Nevertheless, localisation presents significant
implementation challenges. Financial institutions and fintech operators may face substantial
infrastructure and migration costs, cybersecurity and business-continuity risks, operational
disruption, skills gaps, and difficulties in reconciling domestic storage requirements with the
inherently cross-border architecture of contemporary financial services. Smaller operators
may also face disproportionate compliance burdens. 

The article therefore argues for a balanced and proportionate implementation framework,
characterised by clear technical standards, phased implementation where appropriate,
regulatory-industry engagement, capacity development, and consideration of institutional
differences. It further contends that the effectiveness of localisation should be assessed not
merely by the physical location of servers, but by the quality of governance surrounding the
data.

Ultimately, the CBN directive presents an opportunity to develop a more coherent Nigerian
framework for data stewardship and digital sovereignty. Its long-term significance will
depend on whether localisation can simultaneously advance national regulatory interests,
protect individual data rights, strengthen financial-sector resilience, stimulate domestic
technological capacity, and preserve Nigeria’s participation in the interconnected global
digital economy.



01 - Introduction01 - Introduction
On the 15  day of June, 2026, the Central Bank of Nigeria
(CBN), through Circular No. PDD/DIR/PUB/CIR/001/004[1],
introduced a significant regulatory directive titled;
“Introduction of Market Structure Requirements, Data
Localization, Ultimate Beneficial Ownership Disclosure,
and Systemic Oversight Measures in the Nigeria
Payments System”. This Circular is poised to reshape the
governance of payment data within Nigeria's financial
ecosystem. Paragraph 2 of the Directives provides that:

th

“All Financial Institutions and participants
facilitating payments within Nigeria shall ensure
that payment transaction data generated within
Nigeria are stored and managed in Nigeria in
accordance with data protection laws and
regulations applicable in Nigeria. Accordingly, all
affected Financial Institutions shall fully comply
with this requirement effective January 1, 2027.”

It marks one of Nigeria's clearest regulatory assertions of
data localization as an instrument of digital sovereignty,
signaling that payment transaction data generated within
the country's borders constitutes a strategic national asset
deserving of enhanced regulatory control.

The directive reflects an emerging global reality that data
has become the defining strategic resource of the twenty-
first century. While crude oil powered the industrial
economy, data now fuels artificial intelligence (AI), digital
finance, cybersecurity, healthcare innovation, public
administration, defense, scientific research, and
international commerce[2]. Modern economies increasingly
derive competitive advantage not merely from the
generation of data, but from their ability to govern, analyze,
and derive intelligence[3] and economic value from it.
Consequently, the question confronting governments today
is no longer whether data should be regulated, but who
exercises control over it, where it resides, under which legal
framework it is processed, and whose interests ultimately
benefit from its exploitation.

This explains the increasing global movement towards data
localization and data sovereignty. Across jurisdictions,
governments are adopting legislative and regulatory
measures requiring certain categories of data particularly
financial, health, telecommunications, identity, and other
critical infrastructure data to remain within national borders
or to be subject to domestic legal oversight. 

Equally significant is the compliance architecture
adopted by the CBN. The Circular establishes a
definitive compliance deadline of January 1, 2027.
This transforms data localization from a policy
aspiration into a legally enforceable regulatory
obligation. Financial institutions are therefore no
longer afforded the luxury of indefinite migration
strategies; rather, they are expected to redesign
their technological infrastructure, contractual
arrangements with cloud service providers, data
governance frameworks, and operational processes
within a clearly defined timeframe. Failure to do so
may expose affected entities to regulatory
sanctions, supervisory actions, and other legal
consequences.

From a legal and policy perspective, Paragraph 2 of
the Circular is, in substance, a mandatory data
localization requirement. It requires payment
transaction data generated within Nigeria to be
stored, managed, and maintained within Nigeria's
territorial boundaries, subject to Nigerian law. While
the Circular does not expressly prohibit cross-
border data transfers, it establishes domestic
storage and management as the default regulatory
expectation, thereby reinforcing Nigeria's
jurisdictional authority over one of its most valuable
categories of digital assets.

Against this backdrop, the CBN's data localization
directive should not be viewed simply as another
compliance obligation for financial institutions.
Rather, it represents a strategic policy decision
concerning Nigeria's economic future, technological
independence, cybersecurity posture, and
regulatory sovereignty in an increasingly data-
driven world.

This Article examines the concept of data
localization within the broader framework of data
sovereignty, analyses the legal and policy rationale
underpinning localization requirements, explores
their potential benefits and drawbacks, and
considers the implications of the CBN's directive for
Nigeria's financial sector, digital economy, and its
long-term ambition to become Africa's leading
digital and artificial intelligence hub.

1. Samuel Mathias. [SCRIBD]. https://www.scribd.com/document/1060014541/CIRCULAR-ON-INTRODUCTION-OF-MARKET-STRUCTURE-REQUIREMENTS-DATA-LOCALISATION-ULTIMATE-BENEFICIAL-OWNERSHIP-
DISCLOSURE-AND-SYSTEMIC-OVERSIGHT-MEASURE (Accessed 26/07/2026)

2. James Nurton. “Data: the fuel transforming the global economy”. WIPO MAGAZINE. https://www.wipo.int/en/web/wipo-magazine/articles/data-the-fuel-transforming-the-global-economy-55970 (Accessed 26/7/26)

3. Barnali Pal Sinha. Why Data Is No Longer the New Oil—And What Replaced It. Global Banking & Finance Review. https://www.globalbankingandfinance.com/why-data-is-no-longer-the-new-oil-and-what-replaced-
it/ (Accessed 26/7/26)
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https://www.wipo.int/en/web/wipo-magazine/articles/data-the-fuel-transforming-the-global-economy-55970
https://www.globalbankingandfinance.com/why-data-is-no-longer-the-new-oil-and-what-replaced-it/
https://www.globalbankingandfinance.com/why-data-is-no-longer-the-new-oil-and-what-replaced-it/


Understanding Data Sovereignty
And Data Localisation - 1.1.

Although often used interchangeably, data localization and
data sovereignty are distinct concepts. Data sovereignty
refers to the principle that data is subject to the laws and
jurisdiction of the country in which it is collected, stored or
processed[4]. In practical terms, this means that if an
organization stores customer data on a server located in
Nigeria, that data must be subject to Nigerian laws and
regulations including the NDPA & GAID among others or if
in Germany, that data must comply with German and
European Union laws, including the General Data
Protection Regulation (GDPR). If the same data is
transferred to or replicated on servers in the United States,
it then becomes subject to U.S. jurisdiction and applicable
federal and state laws[5].

Data localization, on the other hand, can be broadly
classified under Data Sovereignty. Its objective is to move
data away from the geographically agnostic world of
cyberspace, and plant that data directly under local
jurisdictions. In simple terms; data sovereignty answers the
question: Who has legal authority over the data? hile data
localization answers the question: Where should the data
be physically stored or processed? 

A country may enjoy data sovereignty without imposing
absolute localization requirements, while data localization
is often introduced to strengthen sovereign control over
strategic data assets.

Why Data Localisation is
Becoming a Global Trend - 1.2. 

Data localization has emerged as a defining feature of
modern digital governance as governments increasingly
recognize data as a strategic national resource rather than
merely a commercial asset[6]. While the internet was
originally designed to facilitate the free flow of information
across borders, the rapid growth of cloud computing,
artificial intelligence (AI), digital payments, and critical
digital infrastructure has fundamentally changed how states
perceive data. Today, data sovereignty has become central
to economic competitiveness, cybersecurity, national
security, and technological independence.

In response, many countries have adopted varying
forms of data localization. For example, China
mandates that critical information and personal data
remain within its borders[8]. Also, Russia mandates
that personal data relating to its citizens be stored
domestically[9], while India requires payment system
data to be stored locally[10] which is similar to the new
CBN directive contained in the June 15 , 2026 Circular.
These measures demonstrate that data localization has
become an important regulatory tool for protecting
national interests while enhancing governmental
oversight.

th

4. NetApp. “What is Data Sovereignty?” https://www.netapp.com/learn/what-is-data-sovereignty/ (Accessed 26/7/26)

5. Ibid.

7. Ibid. Incidents such as the Cambridge Analytica scandal, increasing cyberattacks on critical infrastructure, and geopolitical tensions speed data localisation policies.

The European Union has adopted a more balanced
model. Rather than prohibiting international data
transfers, the General Data Protection Regulation
(GDPR) permits cross-border transfers where
appropriate safeguards, such as adequacy decisions
and Standard Contractual Clauses, are in place.
Complementary instruments such as the Digital
Markets Act (DMA)[11], Digital Services Act (DSA)[12],
and Data Act[13] further reinforce Europe's objective of
maintaining control over its digital economy without
undermining global commerce. This layered
architecture reflects a growing international consensus
that cross-border data flows should remain structurally
possible, yet strictly subject to adequate legal and
regulatory safeguards.

The global shift towards data localization has been driven
by growing concerns over foreign surveillance, cyber
threats, misuse of personal data, and the concentration of
digital infrastructure in the hands of a few multinational
technology companies[7].

6. Wanda Rich. “The Digital Sovereignty Shift: What It Means for Business, Tech, and Policy”. Global Banking & Finance Review. https://www.globalbankingandfinance.com/the-digital-sovereignty-shift-what-it-means-
for-business-tech-and-policy/ (Accessed 26/7/26)

8. Article 37 of the Cybersecurity Law (2017), Article 31 of the Data Security Law (2021), and Article 40 of the Personal Information Protection Law (PIPL, 2021).
9. Federal Law No. 242-FZ (amending the Law on Personal Data No. 152-FZ)
10. Central Bank's Directive on Storage of Payment System Data (RBI/2017-18/153), a framework heavily reinforced by cross-border transfer conditions in Section 16 of the Digital Personal Data Protection Act
(DPDPA), 2023.

11. Imposes strict data-siloing and interoperability limits on systemic tech platforms designated as "gatekeepers”. 
12. Sets rigorous accountability, safety, and transparency obligations for online intermediaries.
13. Regulates the fair access, sharing, and cross-border movement of non-personal data generated by connected IoT devices.

https://www.netapp.com/learn/what-is-data-sovereignty/
https://www.globalbankingandfinance.com/the-digital-sovereignty-shift-what-it-means-for-business-tech-and-policy/
https://www.globalbankingandfinance.com/the-digital-sovereignty-shift-what-it-means-for-business-tech-and-policy/


The CBN’s 15  June Circular is not the sole driver of
Nigeria's move towards data localization. Rather, it is part
of a broader and increasingly coordinated digital
governance framework designed to promote innovation
while ensuring that Nigeria retains regulatory oversight
over strategically important data. This policy direction is
evident in the Nigeria Data Protection Act, 2023 (NDPA)
[14], the National Artificial Intelligence Strategy[15], the
National Cloud Policy 2025[16], the National Digital
Economy Policy and Strategy (2020–2030)[17], and the
National Digital Public Infrastructure (DPI) Framework[18]
developed by the National Information Technology
Development Agency (NITDA) to strengthen trusted digital
identity, payments, and public service delivery.

th Taken together, these legal and policy instruments
demonstrate Nigeria's deliberate shift towards digital
sovereignty in line with emerging global trends. Rather
than seeking to restrict innovation or impede cross-
border digital commerce, they aim to ensure that
strategically important data generated within Nigeria
remains subject to Nigerian law, regulatory oversight,
and national security considerations. The CBN's
payment data localization directive mandating full
domestic storage and operational management of
transaction pipelines by January 1, 2027 therefore
represents another significant milestone in Nigeria's
evolving digital governance architecture, reinforcing
the country's commitment to building a secure,
resilient, and globally competitive digital economy.

Fig 1:Diagram of Data Localisation

14. Part VIII of the Act, reinforced by the 2025 General Application and Implementation Directive (GAID) classifies critical automated datasets as high-risk compliance triggers.

15. Formulated by the Federal Ministry of Communications, Innovation and Digital Economy (FMCIDE) to mandate algorithmic transparency and local ethical oversight for high-risk AI models processing domestic
user data.

16. Section 6 of the NITDA Act, 2007. This policy institutes a rigorous "Cloud First" framework. It legally commands all Federal Public Institutions (FPIs) to prioritize sovereign cloud architectures and dictates that
local data hosting must utilize certified Indigenous Cloud Service Providers (CSPs) to prevent critical public and citizen data from transiting into unsupervised foreign jurisdictions
17. Operating under Pillar 3 (Solid Infrastructure) and Pillar 6 (Digital Services Development) to build a self-reliant digital ecosystem backed by local hosting capacities.

18. Officially deployed through NITDA's Draft Technical Standards for DPI (2025) to establish sovereign, highly secure, and interoperable national data-exchange baselines across trusted digital identity, public
service delivery, and domestic payment channels.



02 - Current Use Cases Driving The
Adoption Of Data Localisation
02 - Current Use Cases Driving The
Adoption Of Data Localisation
The growing adoption of data localization is closely linked to the increasing reliance of
governments, businesses, and critical sectors on data-intensive technologies. As more essential
services migrate to digital platforms, concerns over jurisdiction, cybersecurity, regulatory oversight,
and national security have made domestic storage and management of strategic datasets a policy
priority[1]. In Nigeria, five sectors in particular are driving the demand for stronger data localization
measures.

1. Artificial Intelligence (AI)
Artificial intelligence is powered by vast quantities
of data used to train, validate, and continuously
improve machine learning models. As Nigerian
hospitals, universities, fintech companies, and
government agencies increasingly deploy AI
solutions many of which are hosted on foreign
cloud infrastructure including Amazon Web
Services (AWS), Microsoft Azure, and Google
Cloud etc., important legal and regulatory
questions arise. Where is the training data
stored? Which country's laws govern its
processing? Can foreign governments or third
parties lawfully access the data? How can
Nigerian regulators effectively supervise AI
systems processing local datasets outside
Nigeria? These concerns have made AI
governance one of the strongest policy
justifications for localizing strategic datasets,
particularly those containing personal, financial,
health, or biometric information.

2. Financial Services & Fintech
Nigeria is home to one of Africa's fastest-
growing fintech ecosystems, with banks,
payment service providers, digital lenders,
and fintech companies processing millions of
financial transactions every day. These
institutions handle highly sensitive personal
and financial data that are essential for fraud
detection, anti-money laundering (AML)
compliance, counter-terrorism financing
(CTF), consumer protection, and financial
stability. Where such data is stored
exclusively outside Nigeria, regulators may
encounter delays in investigations, audits,
and enforcement actions. The CBN's payment
data localization directive is therefore
intended to strengthen regulatory oversight,
improve incident response, and ensure timely
access to transaction records when required
by law.

19. Wanda Rich. “The Digital Sovereignty Shift: What It Means for Business, Tech, and Policy”)

In localising sectoral data, Nigeria joins countries
such as India, China, Russia, Vietnam, Indonesia,
and Türkiye. Beyond data protection and digital
sovereignty, the strategic use of localised data has
the potential to strengthen Nigeria’s digital economy,
enhance innovation, and position the country to
compete more effectively with these emerging global
economies.

In localising sectoral data, Nigeria joins countries
such as India, China, Russia, Vietnam, Indonesia,
and Türkiye. Beyond data protection and digital
sovereignty, the strategic use of localised data has
the potential to strengthen Nigeria’s digital economy,
enhance innovation, and position the country to
compete more effectively with these emerging global
economies.



3.Government Digital Services and Critical
National Infrastructure
Nigeria's public sector is undergoing rapid digital transformation through platforms
operated by agencies such as the National Identity Management Commission
(NIMC), Nigeria Revenue Service (NRS), Nigeria Immigration Service (NIS),
Independent National Electoral Commission (INEC), Corporate Affairs Commission
(CAC), and National Health Insurance Authority (NHIA). These platforms process
national identity records, tax information, immigration data, electoral records, and
other sensitive government information that are critical to national security and
public administration. Localizing these datasets enhances governmental control,
strengthens cybersecurity resilience, and reduces dependence on foreign digital
infrastructure for the delivery of essential public services.

4.Healthcare and Medical Research
Healthcare is becoming increasingly data-driven through the use of electronic
medical records, telemedicine, genomic research, diagnostic imaging, wearable
health technologies, and AI-assisted clinical decision-making. These systems
routinely process highly sensitive information, including patients' medical histories,
biometric identifiers, laboratory results, and genetic data. Where such information
is stored or processed outside Nigeria, concerns arise regarding patient
confidentiality, regulatory supervision, lawful access, and compliance with the
Nigeria Data Protection Act, 2023. Data localization is therefore increasingly
viewed as a means of protecting sensitive health information while supporting
secure digital healthcare services.

5.Cloud Computing and Digital Infrastructure
Cloud computing underpins much of Nigeria's digital economy. Startups, financial
institutions, telecommunications companies, and public agencies rely heavily on
global cloud providers such as Amazon Web Services (AWS), Microsoft Azure,
and Google Cloud because of their scalability, reliability, and advanced computing
capabilities. However, these services often store and process Nigerian data in data
centers located outside the country, raising complex questions about jurisdiction,
foreign legal access, cybersecurity, regulatory compliance, and data sovereignty.
As Nigeria's digital economy expands, encouraging greater domestic data hosting
and cloud infrastructure will likely become an important component of
strengthening national control over strategic digital assets while maintaining
interoperability with the global digital ecosystem.



The Argument for Economic Retention
and Domestic Digital Infrastructure

Data localisation is increasingly recognised as an economic strategy for retaining digital value within
national borders. Nigerian businesses and public institutions spend billions of naira annually on
foreign cloud services provided by companies such as Amazon Web Services (AWS), Microsoft
Azure, and Google Cloud. According to Statista, Nigeria was projected to spend around $1.11 billion
on public cloud services in 2025, with the figure growing significantly over the years with much of this
expenditure flowing to infrastructure hosted outside the country[20]. This represents a significant
outflow of capital that could otherwise support domestic investment, job creation, and the growth of
Nigeria's digital economy.

The economic rationale for localisation also aligns with the Federal Government's Renewed Hope
Nigeria First Policy, which prioritises Nigerian goods, services, and local capacity in public
procurement. By encouraging the hosting and management of strategic data within Nigeria, the
Government can stimulate investment in local data centres, cloud infrastructure, fibre networks, and
digital skills, while reducing capital flight. In this regard, data localisation is not merely a regulatory or
national security measure, it is also an economic policy designed to strengthen indigenous digital
infrastructure, create high-value employment, and position Nigeria as a regional hub for digital and
cloud services.

03 - Advantages and Challenges of Data
Localization
03 - Advantages and Challenges of Data
Localization
Data localisation offers significant benefits for national
sovereignty, security, and regulatory effectiveness. By
ensuring that strategically important data is stored and
managed within Nigeria, the Government retains greater
jurisdictional control over information that is vital to national
interests. This reduces dependence on foreign legal
systems and limits the exposure of sensitive datasets to
foreign surveillance, geopolitical conflicts, or extraterritorial
legal processes. For critical sectors such as finance,
healthcare, defence, elections, and digital identity, local
hosting strengthens Nigeria's ability to safeguard its digital
assets and exercise sovereign authority over their use.

Developing and maintaining domestic cloud
infrastructure requires substantial investment, and
mandatory localization may increase compliance costs
for startups and businesses that currently rely on more
affordable global cloud providers. Excessively
restrictive localization requirements could also impede
innovation by limiting access to international cloud
infrastructure, advanced computing resources, and
cross-border research collaborations that are essential
for artificial intelligence and other emerging
technologies. Similarly, multinational organizations that
depend on seamless international data flows may view
overly rigid localization rules as barriers to trade and
investment.

Another major advantage is improved regulatory oversight
and enforcement. Where data is hosted within Nigeria,
regulatory bodies such as the Nigeria Data Protection
Commission (NDPC), the Central Bank of Nigeria (CBN),
law enforcement agencies, and the courts can investigate
data breaches, cyber incidents, financial crimes, and
consumer complaints more efficiently. Data localization
also has the potential to stimulate Nigeria's digital economy
by encouraging investment in local data centers, cloud
computing services, artificial intelligence infrastructure,
cybersecurity firms, and telecommunications networks.
Such investments can create high-skilled jobs, strengthen
indigenous technological capacity, reduce capital flight,
and increase public confidence that sensitive personal data
remains protected under Nigerian law. 

Despite these benefits, data localization is not without
challenges. 

Nigeria must also address existing infrastructure
constraints before imposing broad localization
obligations. Reliable electricity, hyperscale data
centers, high-speed connectivity, and robust
cybersecurity capabilities remain critical prerequisites
for a successful localization regime. Without sufficient
domestic capacity, mandatory localization could
increase operational inefficiencies and compliance
burdens without delivering corresponding benefits. The
objective should therefore not be absolute data
localization, but smart localization using a risk-based
approach that requires strategically important and
sensitive datasets to remain within Nigeria while
permitting responsible cross-border data transfers
under appropriate legal safeguards. Such a balanced
framework would protect Nigeria's sovereign interests
without undermining innovation, investment, or
participation in the global digital economy. This is the
strategy that has been adopted by the Central Bank of
Nigeria.

20. Premium Times. “The costs of hosting Nigeria’s data abroad, By Shuaib S. Agaka”. Wanda Rich. “The Digital
Sovereignty Shift: What It Means for Business, Tech, and Policy”) (Accessed 26/7/26)

https://www.premiumtimesng.com/opinion/777158-the-costs-of-hosting-nigerias-data-abroad-by-shuaib-s-agaka.html
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05 - What Data Should Nigeria Localise?05 - What Data Should Nigeria Localise?

Data localization should not be applied indiscriminately to
every category of data. Instead, Nigeria should adopt a
risk-based and proportionate approach that prioritizes the
localization of datasets whose compromise could threaten
national security, economic stability, public trust, or the
rights and freedoms of individuals. Such categories should
include national identity records, defense and security
information, electoral databases, health records, financial
services and payment transaction data, critical national
infrastructure information, government databases, and
children's sensitive personal data. 

Conversely, commercial and low-risk datasets that do not
pose significant national security or public interest
concerns may continue to be transferred across borders,
provided such transfers comply with the Nigeria Data
Protection Act, 2023 (NDPA) and are subject to
appropriate legal, technical, and organizational safeguards.

06 - The Future of Data Sovereignty in
Nigeria
06 - The Future of Data Sovereignty in
Nigeria

This requires encouraging investment in indigenous cloud
and data center infrastructure, strengthening cybersecurity
and regulatory capacity, permitting responsible cross-
border data transfers under the Nigeria Data Protection
Act, 2023 (NDPA), and aligning domestic policies with
international best practices. Ultimately, the success of
Nigeria's digital sovereignty agenda will not be measured
by its ability to prevent data from crossing borders, but by
its ability to ensure that wherever Nigerian data is stored or
processed, it remains secure, subject to effective legal
safeguards, and governed in a manner that advances
Nigeria's economic, technological, and national interests.

As Nigeria's digital economy continues to expand, with
artificial intelligence, fintech, digital identity systems, digital
public infrastructure, and smart government initiatives
becoming increasingly integral to economic growth and
public service delivery, the need for a robust data
governance framework will only become more pronounced.
The country's approach to data sovereignty should
therefore be guided by a balanced and forward-looking
regulatory framework that protects national interests while
supporting innovation and global digital trade. 

Reciprocally, organizations particularly financial
institutions, fintech companies, healthcare providers,
telecommunications operators, and government
agencies should begin assessing their data
governance frameworks, cloud infrastructure, vendor
arrangements, and cross-border data transfer
mechanisms to ensure compliance with emerging
regulatory requirements. Institutions seeking to
understand the legal, technical, and operational
implications of the CBN's data localization directive,
the Nigeria Data Protection Act, 2023 (NDPA), and
other evolving digital governance obligations are
encouraged to consult experts for tailored legal and
regulatory advisory services. Our team at LawDigits
can provide guidance on compliance strategy, data
governance, vendor due diligence, cross-border
transfer assessments, AI governance, and regulatory
engagement and can help your organizations navigate
the transition while maintaining operational efficiency
and innovation.

At the same time, technological innovation is making
compliance with localization requirements more
practical than ever. Companies such as Layer3Cloud
are developing on-premises and hybrid cloud solutions
that enable organizations to host and manage
sensitive data securely within their own facilities while
still benefiting from modern cloud capabilities. For
highly regulated sectors such as banking and financial
services, these models present a compelling pathway
to comply with the CBN's payment data localization
directive without sacrificing performance, scalability, or
cybersecurity. 



ConclusionConclusion
The CBN's payment data localization directive marks a significant milestone in Nigeria's digital governance journey
and reinforces a reality that is increasingly evident across the world that data is no longer merely a by-product of
digital activities but a strategic national asset. As Nigeria accelerates its adoption of artificial intelligence, fintech,
digital identity systems, Digital Public Infrastructure (DPI), and other data-driven technologies, the ability to govern,
protect, and derive value from data will become a defining factor in the country's economic competitiveness,
national security, and digital sovereignty. However, data localization should not be viewed as an end in itself. Its
success will depend on the adoption of a balanced, risk-based framework that protects strategically important data
while preserving responsible cross-border data flows, encouraging innovation, and attracting investment. Equally
important is sustained investment in indigenous cloud infrastructure, data centers, cybersecurity capabilities, and
regulatory capacity to ensure that localization delivers practical benefits rather than additional compliance burdens.

For businesses, particularly financial institutions, fintech companies, AI developers, healthcare providers, cloud
service providers, and other data-intensive organizations, the message is clear. Data governance is no longer just
a compliance obligation; it is a strategic business imperative. Organizations that proactively align their operations
with evolving regulatory expectations will be better positioned to manage risk, build consumer trust, and remain
competitive in an increasingly regulated digital economy.

Finally, the question is no longer whether Nigeria should pursue data sovereignty, but how it should achieve it. If
implemented thoughtfully, data localization can strengthen regulatory oversight, enhance cybersecurity, stimulate
domestic digital infrastructure, create economic opportunities, and position Nigeria as a leading digital economy in
Africa. The future of Nigeria's digital transformation will not simply be determined by where data is stored, but by
how effectively it is governed, protected, and leveraged to advance the nation's economic development,
technological innovation, and long-term national interests.

Long Live the Federal Republic of Nigeria. 
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	“All Financial Institutions and participants facilitating payments within Nigeria shall ensure that payment transaction data generated within Nigeria are stored and managed in Nigeria in accordance with data protection laws and regulations applicable in Nigeria. Accordingly, all affected Financial Institutions shall fully comply with this requirement effective January 1, 2027.”
	It marks one of Nigeria's clearest regulatory assertions of data localization as an instrument of digital sovereignty, signaling that payment transaction data generated within the country's borders constitutes a strategic national asset deserving of enhanced regulatory control.
	The directive reflects an emerging global reality that data has become the defining strategic resource of the twenty-first century. While crude oil powered the industrial economy, data now fuels artificial intelligence (AI), digital finance, cybersecurity, healthcare innovation, public administration, defense, scientific research, and international commerce[2]. Modern economies increasingly derive competitive advantage not merely from the generation of data, but from their ability to govern, analyze, and derive intelligence[3] and economic value from it. Consequently, the question confronting governments today is no longer whether data should be regulated, but who exercises control over it, where it resides, under which legal framework it is processed, and whose interests ultimately benefit from its exploitation.
	This explains the increasing global movement towards data localization and data sovereignty. Across jurisdictions, governments are adopting legislative and regulatory measures requiring certain categories of data particularly financial, health, telecommunications, identity, and other critical infrastructure data to remain within national borders or to be subject to domestic legal oversight.
	Equally significant is the compliance architecture adopted by the CBN. The Circular establishes a definitive compliance deadline of January 1, 2027. This transforms data localization from a policy aspiration into a legally enforceable regulatory obligation. Financial institutions are therefore no longer afforded the luxury of indefinite migration strategies; rather, they are expected to redesign their technological infrastructure, contractual arrangements with cloud service providers, data governance frameworks, and operational processes within a clearly defined timeframe. Failure to do so may expose affected entities to regulatory sanctions, supervisory actions, and other legal consequences.
	From a legal and policy perspective, Paragraph 2 of the Circular is, in substance, a mandatory data localization requirement. It requires payment transaction data generated within Nigeria to be stored, managed, and maintained within Nigeria's territorial boundaries, subject to Nigerian law. While the Circular does not expressly prohibit cross-border data transfers, it establishes domestic storage and management as the default regulatory expectation, thereby reinforcing Nigeria's jurisdictional authority over one of its most valuable categories of digital assets.
	Against this backdrop, the CBN's data localization directive should not be viewed simply as another compliance obligation for financial institutions. Rather, it represents a strategic policy decision concerning Nigeria's economic future, technological independence, cybersecurity posture, and regulatory sovereignty in an increasingly data-driven world.
	This Article examines the concept of data localization within the broader framework of data sovereignty, analyses the legal and policy rationale underpinning localization requirements, explores their potential benefits and drawbacks, and considers the implications of the CBN's directive for Nigeria's financial sector, digital economy, and its long-term ambition to become Africa's leading digital and artificial intelligence hub.

	Understanding Data Sovereignty And Data Localisation - 1.1.
	Although often used interchangeably, data localization and data sovereignty are distinct concepts. Data sovereignty refers to the principle that data is subject to the laws and jurisdiction of the country in which it is collected, stored or processed[4]. In practical terms, this means that if an organization stores customer data on a server located in Nigeria, that data must be subject to Nigerian laws and regulations including the NDPA & GAID among others or if in Germany, that data must comply with German and European Union laws, including the General Data Protection Regulation (GDPR). If the same data is transferred to or replicated on servers in the United States, it then becomes subject to U.S. jurisdiction and applicable federal and state laws[5].
	Data localization, on the other hand, can be broadly classified under Data Sovereignty. Its objective is to move data away from the geographically agnostic world of cyberspace, and plant that data directly under local jurisdictions. In simple terms; data sovereignty answers the question: Who has legal authority over the data? hile data localization answers the question: Where should the data be physically stored or processed?
	A country may enjoy data sovereignty without imposing absolute localization requirements, while data localization is often introduced to strengthen sovereign control over strategic data assets.

	Why Data Localisation is Becoming a Global Trend - 1.2.
	Data localization has emerged as a defining feature of modern digital governance as governments increasingly recognize data as a strategic national resource rather than merely a commercial asset[6]. While the internet was originally designed to facilitate the free flow of information across borders, the rapid growth of cloud computing, artificial intelligence (AI), digital payments, and critical digital infrastructure has fundamentally changed how states perceive data. Today, data sovereignty has become central to economic competitiveness, cybersecurity, national security, and technological independence.
	The global shift towards data localization has been driven by growing concerns over foreign surveillance, cyber threats, misuse of personal data, and the concentration of digital infrastructure in the hands of a few multinational technology companies[7].
	In response, many countries have adopted varying forms of data localization. For example, China mandates that critical information and personal data remain within its borders[8]. Also, Russia mandates that personal data relating to its citizens be stored domestically[9], while India requires payment system data to be stored locally[10] which is similar to the new CBN directive contained in the June 15th, 2026 Circular. These measures demonstrate that data localization has become an important regulatory tool for protecting national interests while enhancing governmental oversight.
	The European Union has adopted a more balanced model. Rather than prohibiting international data transfers, the General Data Protection Regulation (GDPR) permits cross-border transfers where appropriate safeguards, such as adequacy decisions and Standard Contractual Clauses, are in place. Complementary instruments such as the Digital Markets Act (DMA)[11], Digital Services Act (DSA)[12], and Data Act[13] further reinforce Europe's objective of maintaining control over its digital economy without undermining global commerce. This layered architecture reflects a growing international consensus that cross-border data flows should remain structurally possible, yet strictly subject to adequate legal and regulatory safeguards.

	The CBN’s 15th June Circular is not the sole driver of Nigeria's move towards data localization. Rather, it is part of a broader and increasingly coordinated digital governance framework designed to promote innovation while ensuring that Nigeria retains regulatory oversight over strategically important data. This policy direction is evident in the Nigeria Data Protection Act, 2023 (NDPA)[14], the National Artificial Intelligence Strategy[15], the National Cloud Policy 2025[16], the National Digital Economy Policy and Strategy (2020–2030)[17], and the National Digital Public Infrastructure (DPI) Framework[18] developed by the National Information Technology Development Agency (NITDA) to strengthen trusted digital identity, payments, and public service delivery.
	Taken together, these legal and policy instruments demonstrate Nigeria's deliberate shift towards digital sovereignty in line with emerging global trends. Rather than seeking to restrict innovation or impede cross-border digital commerce, they aim to ensure that strategically important data generated within Nigeria remains subject to Nigerian law, regulatory oversight, and national security considerations. The CBN's payment data localization directive mandating full domestic storage and operational management of transaction pipelines by January 1, 2027 therefore represents another significant milestone in Nigeria's evolving digital governance architecture, reinforcing the country's commitment to building a secure, resilient, and globally competitive digital economy.
	Fig 1:Diagram of Data Localisation
	02 - Current Use Cases Driving The Adoption Of Data Localisation
	The growing adoption of data localization is closely linked to the increasing reliance of governments, businesses, and critical sectors on data-intensive technologies. As more essential services migrate to digital platforms, concerns over jurisdiction, cybersecurity, regulatory oversight, and national security have made domestic storage and management of strategic datasets a policy priority[1]. In Nigeria, five sectors in particular are driving the demand for stronger data localization measures.
	Artificial intelligence is powered by vast quantities of data used to train, validate, and continuously improve machine learning models. As Nigerian hospitals, universities, fintech companies, and government agencies increasingly deploy AI solutions many of which are hosted on foreign cloud infrastructure including Amazon Web Services (AWS), Microsoft Azure, and Google Cloud etc., important legal and regulatory questions arise. Where is the training data stored? Which country's laws govern its processing? Can foreign governments or third parties lawfully access the data? How can Nigerian regulators effectively supervise AI systems processing local datasets outside Nigeria? These concerns have made AI governance one of the strongest policy justifications for localizing strategic datasets, particularly those containing personal, financial, health, or biometric information.
	1. Artificial Intelligence (AI)
	2. Financial Services & Fintech
	Nigeria is home to one of Africa's fastest-growing fintech ecosystems, with banks, payment service providers, digital lenders, and fintech companies processing millions of financial transactions every day. These institutions handle highly sensitive personal and financial data that are essential for fraud detection, anti-money laundering (AML) compliance, counter-terrorism financing (CTF), consumer protection, and financial stability. Where such data is stored exclusively outside Nigeria, regulators may encounter delays in investigations, audits, and enforcement actions. The CBN's payment data localization directive is therefore intended to strengthen regulatory oversight, improve incident response, and ensure timely access to transaction records when required by law.
	In localising sectoral data, Nigeria joins countries such as India, China, Russia, Vietnam, Indonesia, and Türkiye. Beyond data protection and digital sovereignty, the strategic use of localised data has the potential to strengthen Nigeria’s digital economy, enhance innovation, and position the country to compete more effectively with these emerging global economies.


	3.Government Digital Services and Critical National Infrastructure
	4.Healthcare and Medical Research
	5.Cloud Computing and Digital Infrastructure
	The Argument for Economic Retention and Domestic Digital Infrastructure
	Data localisation is increasingly recognised as an economic strategy for retaining digital value within national borders. Nigerian businesses and public institutions spend billions of naira annually on foreign cloud services provided by companies such as Amazon Web Services (AWS), Microsoft Azure, and Google Cloud. According to Statista, Nigeria was projected to spend around $1.11 billion on public cloud services in 2025, with the figure growing significantly over the years with much of this expenditure flowing to infrastructure hosted outside the country[20]. This represents a significant outflow of capital that could otherwise support domestic investment, job creation, and the growth of Nigeria's digital economy.
	The economic rationale for localisation also aligns with the Federal Government's Renewed Hope Nigeria First Policy, which prioritises Nigerian goods, services, and local capacity in public procurement. By encouraging the hosting and management of strategic data within Nigeria, the Government can stimulate investment in local data centres, cloud infrastructure, fibre networks, and digital skills, while reducing capital flight. In this regard, data localisation is not merely a regulatory or national security measure, it is also an economic policy designed to strengthen indigenous digital infrastructure, create high-value employment, and position Nigeria as a regional hub for digital and cloud services.


	03 - Advantages and Challenges of Data Localization
	Developing and maintaining domestic cloud infrastructure requires substantial investment, and mandatory localization may increase compliance costs for startups and businesses that currently rely on more affordable global cloud providers. Excessively restrictive localization requirements could also impede innovation by limiting access to international cloud infrastructure, advanced computing resources, and cross-border research collaborations that are essential for artificial intelligence and other emerging technologies. Similarly, multinational organizations that depend on seamless international data flows may view overly rigid localization rules as barriers to trade and investment.
	Data localisation offers significant benefits for national sovereignty, security, and regulatory effectiveness. By ensuring that strategically important data is stored and managed within Nigeria, the Government retains greater jurisdictional control over information that is vital to national interests. This reduces dependence on foreign legal systems and limits the exposure of sensitive datasets to foreign surveillance, geopolitical conflicts, or extraterritorial legal processes. For critical sectors such as finance, healthcare, defence, elections, and digital identity, local hosting strengthens Nigeria's ability to safeguard its digital assets and exercise sovereign authority over their use.
	Nigeria must also address existing infrastructure constraints before imposing broad localization obligations. Reliable electricity, hyperscale data centers, high-speed connectivity, and robust cybersecurity capabilities remain critical prerequisites for a successful localization regime. Without sufficient domestic capacity, mandatory localization could increase operational inefficiencies and compliance burdens without delivering corresponding benefits. The objective should therefore not be absolute data localization, but smart localization using a risk-based approach that requires strategically important and sensitive datasets to remain within Nigeria while permitting responsible cross-border data transfers under appropriate legal safeguards. Such a balanced framework would protect Nigeria's sovereign interests without undermining innovation, investment, or participation in the global digital economy. This is the strategy that has been adopted by the Central Bank of Nigeria.
	Another major advantage is improved regulatory oversight and enforcement. Where data is hosted within Nigeria, regulatory bodies such as the Nigeria Data Protection Commission (NDPC), the Central Bank of Nigeria (CBN), law enforcement agencies, and the courts can investigate data breaches, cyber incidents, financial crimes, and consumer complaints more efficiently. Data localization also has the potential to stimulate Nigeria's digital economy by encouraging investment in local data centers, cloud computing services, artificial intelligence infrastructure, cybersecurity firms, and telecommunications networks. Such investments can create high-skilled jobs, strengthen indigenous technological capacity, reduce capital flight, and increase public confidence that sensitive personal data remains protected under Nigerian law.
	Despite these benefits, data localization is not without challenges.
	05 - What Data Should Nigeria Localise?

	06 - The Future of Data Sovereignty in Nigeria
	Conclusion
	Long Live the Federal Republic of Nigeria.
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